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Is Your Client-side
Attack Surface
Protected?
What Are Client-side
Supply Chain Attacks?
Client-side code is the code that runs on users’ browsers when they visit a site.
Cybercriminals attack this code to steal users’ identity and account information.
Client-side attacks often target code from third-party vendors — your website code
supply chain — which is used to enable functionalities such as:
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Supply Chain Attacks Are On the Rise
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Why Are Client-side Attacks
So Difficult to Detect?
Lack of visibility
92% of website decision makers do not have complete visibility into
the third-party code running on their site.

Frequent code changes
84% of businesses report that the third-party code running on their site
changes up to 8 times each year.

Insuﬃcient security reviews
75% of businesses do not run a security review for every third-party
script modiﬁcation.

Long supply chain
54% of websites use 6 or more supply chain vendors, many of which
may call on code from yet other 4th-, 5th- or Nth-party vendors.

Lasting Impact of Client-side
Supply Chain Attacks
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Client-side Attacks and the
Web Attack Lifecycle
Cybercrime has become more integrated, continuous and cyclical than ever before.
The data stolen in client-side attacks fuels future fraud, account takeover (ATO) and
fake account creation.
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How Can You Stop Client-side
Supply Chain Attacks?
Mitigating client-side supply chain threats requires
a comprehensive approach.
• Content security policy (CSP) to prevent entire
malicious scripts from loading and transmitting data
• Granular JavaScript blocking to block specific
actions without disabling an entire script
PerimeterX Code Defender is a client-side web
application security solution that offers comprehensive
protection to reduce your risk of a client-side supply
chain attack. The solution was named the Best Security
Solution by the 2021 SIIA CODiE Awards.

[PerimeterX Code Defender] pays for itself by
reducing our risk from client-side data breaches
and helping us avoid fines and the subsequent
negative impact to our brand reputation.
— CISO, Top 5 Global Airline

Book a free demo to see how Code Defender
can stop client-side supply chain attacks.
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